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Marvell Debuts Industry's First Secure Automotive Gigabit Ethernet 
Switch 

Marvell extends its portfolio of wired and wireless automotive connectivity solutions 
by introducing an Ethernet switch with advanced security features to guard against 
compromises to the data streamed in-and-out of the vehicle 

Santa Clara, California (July 24, 2017) – Marvell (NASDAQ:MRVL), a leader in storage, 

networking, and connectivity semiconductor solutions, today announced the industry’s first 

secure automotive gigabit Ethernet switch, enabling a new level of safe data transmission in 

next-generation connected vehicles. There are hundreds of computing applications in the car 

that require a robust, secure in-vehicle-network, making Ethernet the technology of choice 

for auto manufacturers. Advanced driver assist systems (ADAS) and in-vehicle infotainment 

(IVI), as well as autonomous vehicles, will rely on digital information streamed internally 

within the vehicle and externally from the vehicle to other vehicles. The new automotive 

Ethernet switch, the latest addition to Marvell’s automotive portfolio of wired and wireless 

network solutions, is designed to prevent malicious attacks or compromises to the data 

streamed in-and-out of the vehicle. These industry-leading security features are paramount to 

ensure the safety of the vehicle and its occupants.   

Chris Koopmans, executive vice president, Networking and Connectivity Group, at Marvell 

said: “The automotive industry is going through one of the most dramatic transformations in 

its history, driven by disruptive trends such as assisted and autonomous driving, electrifica-

tion, and the connected car. With our portfolio of wired and wireless automotive connectivi-

ty solutions, Marvell is paving the way for secure, high-bandwidth data transmission in the 

car of the future.” 

“As connected cars become more autonomous and the demand for greater data volume and 

mobility continues to rise, vehicles are also becoming increasingly vulnerable to security 



 

 

breaches and new types of cyberattacks. Marvell’s new generation of secure automotive giga-

bit Ethernet switches constitute a secure hardware foundation for connected cars that will 

help safeguard the intelligent infrastructures with advanced security features against next level 

cybercrimes,” said Ian Riches at Strategy Analytics. 

This highly secure Ethernet switch has been purpose-built to address the increasing risk cy-

bercrime represents to the automotive industry and is fully compliant with the IEEE802.3 

and 802.1 standards. The new solution employs a deep packet inspection (DPI) engine and 

trusted boot functionality to ensure a robust level of security at the foundational hardware 

layer. The switch also supports both blacklisting and whitelisting addresses on all its Ethernet 

ports to further enhance its security. To meet the rigorous standards of the industry and 

withstand harsh automotive environments, the new Ethernet switch is AEC-Q100 qualified. 

It supports both 100Mbps and 1Gbps interfaces with five integrated 100BASE-T1 physical 

interfaces and can connect with Marvell’s previously announced 1000BASE-T1 PHY. 

Samples are available and are being evaluated by leading tier 1 automotive suppliers.  

For further information on our latest secure automotive gigabit Ethernet switch, please visit: 

http://www.marvell.com/automotive/ethernet/88Q5050/index.jsp. 

Pricing and Availability 
Pricing and availability info via email: sales.europe@macnica.com 
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About Marvell 
Marvell first revolutionized the digital storage industry by moving information at speeds nev-
er thought possible. Today, that same breakthrough innovation remains at the heart of the 
company's storage, networking, and connectivity solutions. With leading intellectual property 



 

 

and deep system-level knowledge, Marvell's semiconductor solutions continue to transform 
the enterprise, cloud, automotive, industrial, and consumer markets. 
To learn more, visit: www.marvell.com. 

Marvell and the M logo are registered trademarks of Marvell and/or its affiliates. Other names and brands may 
be claimed as the property of others. 

 
 

About Macnica, Inc. 
Macnica was established in 1972 as a semiconductor distribution company headquar-
tered in Yokohama, Japan, and has over 65 sales offices worldwide in eastern Asia, Eu-
rope and the USA. Total number of employees is over 2,600 and its consolidated reve-
nue for fiscal 2015 was approximately US$ 4 B. Macnica is famous for having an excel-
lent engineering team of more than 800 application support engineers, IC designers 
and software developers with strong focus on providing technical support for its cus-
tomers including custom design services. Macnica is continuing to extend its presence 
globally by having successful partners in strategic areas in the electronics market.  
 
 

About Macnica Europe GmbH 
Macnica's European headquarter was originally established in the UK in 2006, and 
moved to Germany in March 2009, to increase efficacy of its service for European cus-
tomers. 

By it’s acquisition of the Munich based company Scantec Mikroelektronik in 2014 
Macnica Europe formed a powerful semiconductor distribution with headquarters in 
Munich and Ingolstadt and numerous sales offices in Europe offering an attractive and 
competitive portfolio of highly sophisticated devices. 

Macnica provides end to end support from design-in to production through its global 
service network to its customers, regardless of the final destination of the product 
shipment to customers' manufacturing locations. 


